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Risk Assessment Tools

Chapter Contents

This chapter provides an overview of some of the risk assessment tools that are used for marine systems.
The brief summaries are in a tabular format and point to the specific locations in Volume 3 where addi-
tional information on these tools can be found.
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Overview of Commonly Used Risk Assessment Tools

There are many hazard and risk assessment tools. The tables that follow
provide a brief overview of 12 commonly used tools that are well suited to risk
assessments of marine systems. They include:

1. Pareto analysis

Checklist analysis

Relative ranking/risk indexing

Preliminary risk analysis (PrRA)

Change analysis

What-if analysis

Failure modes and effects analysis (FMEA)
Hazard and operability (HAZOP) analysis
Fault tree analysis (FTA)

10. Event tree analysis (ETA)

o X N o0k W

11. Event and causal factor charting

12. Preliminary hazard analysis (PrHA)
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Risk Assessment Tools

Overview of Operational Risk
Management

Overview of Operational Risk Management

Operational Risk Management (ORM) is another risk assessment tool used in
the Coast Guard and referred to in these Guidelines. The ORM policies are
described in COMDTINST 3500.3. ORM focuses primarily on safety and
health issues, looking at Coast Guard internal risks to personnel and property
arising from unit operations. It features simple models, tools, and checklists that
concentrate primarily on tactical situations related to Coast Guard activities.
Although internally focused, the ORM tools have some limited applicability to
marine safety decisions, especially those related to preparedness and response
issues. Often, the complexity of marine safety issues and the number of associ-
ated stakeholders prevent the application of ORM, but you should consider
whether ORM wiill yield suitable information and support for the risk-based
decision.
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Overview of Influence Diagraming

Number Odds of
of Players Winning \

Buy [ ]
Expected
Lottery .
Ticket? Winnings

/

Ticket Size of
Price Prize

Overview of Influence Diagraming

An influence diagram is a powerful tool for identifying hazards, evaluating risk,
determining risk management options, and communicating hazards. By provid-
ing a framework for the decision, influence diagrams link the real world with
the analytical model. An example influence diagram is shown in the figure
above.

As can be seen, influence diagrams are constructed of three elements:
branches, directed arcs, and nodes. Nodes are used to capture the various
stages for the problem. There are three types of nodes:

* Decision nodes (e.g., buy lottery ticket?)
* Event nodes (e.g., odds of winning)

» Value nodes representing the results of a decision process (e.g., expected
winnings)

The nodes are drawn as squares, ovals, and rounded rectangles, respectively.
They are typically arranged from left to right, to match the flow of time.

Branches can be used in two ways. They can show possible outcomes of
random events, and they can describe possible alternatives. Branches are
drawn as line segments between nodes.

Directed arcs are used to show possible conditional dependence. They are
drawn as arrows connecting nodes, with the direction indicating dependence.
In the example above, they are used to show the effects of the various quanti-
ties (e.g., number of players) on later quantities (e.g., odds of winning).

Though this overview is qualitative, influence diagrams can be used quantita-
tively by applying probabilities to model future events based on the influence of
previous events.




